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Supplier Information on NIS2 and Cybersecurity

Dear Sir or Madam,

The requirements of the NIS2 Directive and the German NIS2 Implementation Act place
increased demands on companies and operators of critical and important infrastructures with
regard to cybersecurity, risk management, and the security of their supply chains.

TA Roloff GmbH develops and manufactures electric actuators and fail-safe actuators for
industrial valves in Hamburg. Our products are used, among other things, in the fields of energy
supply, water and wastewater management, transport infrastructure, plant engineering, and other
safety-critical applications.

After reviewing the criteria relevant to our company, TA Roloff GmbH, due to its company size,
does not need to be classified directly as an “important” or “especially important” entity within the
meaning of the German NIS2 regulations. None of the statutory special provisions apply either.

Irrespective of any direct statutory obligation of our own, we are aware that many of our
customers are subject to the requirements of the NIS2 regulation and, in this context, must also
take into account risks within their supply chains.

A key characteristic of many TA Roloff actuator systems is their robust electromechanical design.

For their fundamental mechanical safety functions, our classic actuator solutions in particular do
not require:

• any cloud connection,
• any external server access,
• regular software updates,
• internet-based remote control, or
• a permanent connection to external IT systems.
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In particular, our electromechanical fail-safe systems are designed to reliably reach defined safety
positions even in the event of a failure of the regular power supply.

By deliberately limiting digital dependencies, appropriately designed products can reduce
potential cyberattack surfaces and support the long-term availability of the installations.

TA Roloff takes its customers’ requirements for quality, availability, and safety into account as
early as the development, manufacturing, and testing of its actuator systems. This includes, in
particular, controlled manufacturing at our Hamburg site, documented testing and manufacturing
processes, the traceability of relevant components, and the long-term repairability and availability
of spare parts for our products.

The long service life of our actuator systems, and the ability to service or replace components
even after many years of operation, further reduce dependency on short-lived software, cloud, or
platform cycles.

TA Roloff sees itself as a reliable supplier to companies operating critical and safety-relevant
infrastructure.

Within the scope of the respective products and projects, we support our customers in assessing
the technical and organizational risks relevant to the supply chain, and we provide corresponding
product information and technical documentation upon request.
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